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https://youtu.be/1_W-7hd4T2I

About

Steve (Joe) Ratheram (steve.ratheram@inspiring.co.uk)
*Engineer

* Automotive 29 years.

* Birmingham Polytechnic / Coventry Uni / UoW.

* Bitcoin since 2013.

* Automotive Cyber since 2015.

‘Inspiring Company Limited -
- Est. 1999 www.inspiring.co.uk | @InspiringCoUK
* Automotive
* Embedded Systems
* Controls Calibration (Land Rover / JCB / Rolls-Royce,....)
* Vehicle Networks e.g. Can
* OBD Diagnostics Protocols
* Development Protocols
* Systems Integration
* Safety & Validation Testing (HIL, etc.)
* Business Development
* Specialist Tools (Kleinknecht / Bosch / FEV)
* Automotive Cyber Security
* Application of Blockchain / Nakamoto Consensus Protocol in CAVs
* Training Automotive Penetration Testers
* Crypto Currencies
* Training for Police DMIs from 42 Forces, Digital Catapult,..

inspiring co
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Why Bitcoin Matters

“A mysterious new technology emerges, seemingly out of nowhere, but
actually the result of two decades of intense research and development by
nearly anonymous researchers.

Political 1dealists project visions of liberation and revolution onto it;
establishment elites heap contempt and scorn on it.

On the other hand, technologists — nerds — are transfixed by it. They see within
it enormous potential and spend their nights and weekends tinkering with it.” ...

Eventually mainstream products, companies and industries emerge to
commercialize it; its effects become profound; and later, many people wonder
why its powerful promise wasn’t more obvious from the start.

What technology am I talking about?

Personal computers in 1975, the Internet in 1993,
and I believe Bitcoin in 2014.”

- 'Why Bitcoin Matters' By Marc Andreessen New York Times January 21, 2014
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Bitcoin: A Peer-to-Peer Electronic Cash System

Satoshi Nakamoto
satoshin@gmx.com
www.bitcoin.org

Abstract. A purely peer-to-peer version of electronic cash would allow online

payments to be sent directly from one party to another without going through a

financial institution. Digital signatures provide part of the solution, but the main
benefits are lost if a trusted third party is still required to prevent double-spending.

We propose a solution to the double-spending problem using a peer-to-peer network.
The network timestamps transactions by hashing them into an ongoing chain of
hash-based proof-of-work, forming a record that cannot be changed without redoing

the proof-of-work. The longest chain not only serves as proof of the sequence of
events witnessed, but proof that it came from the largest pool of CPU power.

As long as a majority of CPU power is controlled by nodes that are not cooperating to

attack the network, they'll generate the longest chain and outpace attackers.

The network itself requires minimal structure. Messages are broadcast on a best effort
basis, and nodes can leave and rejoin the network at will, accepting the longest
proof-of-work chain as proof of what happened while they were gone.
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Bitcoin - The Protocol

Bitcoin is an open source protocol.

* Assign any amount of value, P2P, globally <2p <f1

* Users have 1..n (#public key) Bitcoin addresses.

* Private keys generate addresses and sign transactions.
* Private keys control rights of re-attribution.

* Wallets hold keys not coins.

* All transactions visible on a_globally distributed public
ledger known as the Blockchain.
* Blockchain replicated amongst c6500 (q1-2017) Peers.

* Size of Blockchain (1/10/14:23.5mB | 1/10/15:45.5MB | 2/17 ~ 126GB).
* Transactions verified by volunteer Miners via Proof-of-Work.

* Network arrives at consensus approx. every ten minutes.

* Protocol not owned or controlled by anyone e.g. email.

* BTC transactions can contain user's custom data.
* Transactions can be scripted.
e.g. Multi Signature, ESCROW.

* New coins created algorithmically by the protocol.
* Mining Block Reward halves every 210,000 blocks
approx every four years.

i.e. 12.5[2016] / 25 [20012] / 50 [initially].

* Production difficulty algorithmically controlled VS time.

* Difficulty of mining decreases if participation falls.

CENTRALIZED DECENTRALIZED ISTRIBUTED

(a B} =]
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bitcoin - The Currency

. . . . Bitcoin Money Supply
bitcoin is the leading crypto-currency.

*1BTC= 100,000,000 Satoshi. 20.000 000
* Minimum transaction size 55-Sateshi- 0.001 BTC  1&000,000
16,000,000

E 14,000,000

* Bitcoin has all of the attributes of money. Eﬁ 12,000,000
* Durability, portability, fungibility (substitution), § 10.000.000
. o o _of ofs . oy = &,000 000
scarcity, divisibility, and recognisability. T 0000
* Non reversible transaction e.g. Cash. 4,000,000
* Fixed issuance therefore cannot be inflated. 2,000,000

1102010 1172015 1172020 1172025 1172030

* Only 21,000,000 will ever be created.

e 1 e g iy i s i st

[BTC50in 2008 | 25in 2012 | 12.5in 2016 ] until 2140
* IF demand >> supply (2%) THEN deflationary
i.e. holds value & purchasing power.

* Bitcoin described as :--

* Value exchange mechanism.

* Digital bearer instrument.

* Money as a digital Content Type.

* Programmable Money.

* Crucially - Embedded devices can conduct complex
transactions securely according to programmatic rules.
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Crypto-currency Market Capitalisation.

“# Name Market Cap Price Circulating Supply Volume (24h) % Change (24h) Price Graph (7d)
1 Bitcoin £16,590,219.117 £1023.01 16,216,987 BTC £194,393 724 0.52%
/
£3 BN
2 # Ethereum £ 268+ 056 74 £33.5889.778,251 ETH £79,175,919
Distributed Smart Contracts ~
3 2 Dash £556,282,248 £77.63 7,166,119 DASH £52 146,431
Privacy Centric
4 @ Monero £211,485.444 £14.98 14,118,969 XMR £7.499.544 5.19%
5 ¢ R pple £198,372. 652 £0.005320 37,290,640,853 XRP ™ £958, 706 2.71%
6 Litecoin £166,131,138 £3.31 50,196,182 LTC  £4,024,301 -0.19%
Clone of Bitcoin
7 # Ethereum Classic £125144,303 £1.39 89,744 342 ETC £3,459,223 2 57%
Original pre-hard fork ETH
8 @ NEM £82,707,490 £0.009190 8,999,999,999 XEM * £404,879 -3.44%
9 & Augur £81,837,168 £7.44 11,000,000 REP * £963,844 9.11%
10 49 MaidSafeCoin £64,311,536 £0.142108 452 552 412 MAID * £306,324 0.76%

Distributed Storage
Total Coin Market Capitalisation :

October 2015 ¢$5.1BN , October 2016 ¢$12.3BN, Feb 2017 ¢$25.6BN O
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http://coinmarketcap.com/#GBP

Alt-currencies & coins

* Derived or cloned from same 'open source' code.
Maybe with :-

* Different recipe (fork). e.g. Litecoin.

* Different monetary policies.

* Improved level of privacy. e.g. Dash. : S

* Applications in:
* Notarisation, Asset Transfer, Identity
e.g. Factom.
* DNS (Domain Namespace / Services) e.g. .bit
e.g. Namecoin [first-to-file paradigm],
OneName, e.g. Blockstack
* Crowd-funding e.g., Startcoin. q
* Social Media e.g. Steem.
* Distributed storage e.g. Maidsafe.
* Distributed computing e.g. Ethereum.

i.e. Smart Contracts.
* May use own blockchain.

2

* Own Proof of * (work VS stake). | : DOG LICENCE. 75.6d. zp (25633

* Coloured coins. S T
ol ba i rn....-,,._-p.l m T i b

- create & track custom tokens by e v =i —

. . . . . F | Adeli ogiet Losrat ). ola1L8 A el S e
tinting bitcoin transactions. \\ _ﬁmﬁgﬂ:&?ﬁfﬁ}f”ﬂmm;m;j;a
* Pegging & Side-chains. ) Rl i s s il o \‘;
i.e. Lesser blockchain hooks T S
) . . . POl g 1 i v R S o o et ©
into bitcoin transactional security. R e A Bt sy

8/38



Decentralisation

* Centralised systems rely on trust at the core.
* Any central Server represent a single point of failure.

"There are only two types of Server. Those that have been

hacked and those that will be hacked."

* Examples US OPM (21M S/C a/c), Ashley Madison (32M a/c 30GB DATA), T-
Mobile (15M a/c via Experian), US IRS (300k tax a/c), Anthem (Health Ins. 8O0M
a/c), UCLA (Hosp. 4.5M records) Talk-talk (20k a/c), Vtech (Toymaker), Vodafone,
HSBC, AT&T, Home Depot,Car-phone Warehouse (2.5M a/c), FBI (Own tools
stolen),

* ID, address.,DOB, DSS, Health, Tax, DVLA, Passport.

* GCHQ id 200 cyber attacks/month. (c 100 are Nat. Sec.)
* UK C/C fraud £755m in 2015 | 20,255 victims.
* 40% of C/C costs relate to fraud prevention.

* Where the incentive exists - so do the means.

* Internet overly centralised.

* Controlled by large corporations & subject to surveillance.
* Tens of billions of (loT) devices cannot rely on centralised
approaches safely.

"In the near future many people will reject products and services

that do no guarantee their privacy."

* Bitcoin does not need a central server or trusted third party.

B Secure | https://s

2228

John Yoko Paul

Byzantine Generals Problem

—

.,

SEN

9/38



Dis-intermediation

.........

Bitcoin's Key Innovations. |

Digital assets are typically easy to replicate & destrc i .,? S
Bitcoin solves the "Double Spend Problem". g - S
* Solves the “Byzantine Generals Problem”. i.e. - ?
Ensuring end-to-end message integrity without e

corruption.

* Enables "consensus" to be reached across a P2P 65731 NODES

distributed network without the need to trust a 24 haurcharts >

central intermediary.

Top 10 countries with their respective number of
reachable nodes are as follow

* Bitcoin is trust-less. RANIC CODNTRY HODES
* Bitcoin has no central control or trusted third party. ! UnitedStates 1946 (28.66%)
* Principles of early internet brought to monetisation 2 Germany 1096 (16.14%)
of P2P networks (DNS, Mozilla). 3 RussianFederation 430 (6.33%)
4 France 420 (6.18%)
* No 'permission’ is required to participate. C etheroncs 168 (5. 43%)
* Net neutrality, the protocol doesn't care. 6 Untedmadom 285 (4.20%)
""On the Blockchain nobody knows you are a Fridge'. E - D 322
n/a 238 (3.50%)
* High lubricity & frictionless transactions 4 Chine 230(3.39%)
*== Permission-less innovation. 10 Switzerland 108 (1.59%]
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Peer-to-Peer

Peer-to-Peer Nodes (typically)

Centralized

* Store 'own' data.

* Allow public data 'discovery'.

* Query 'other’ client's data.

* Nodes are responsible for own security.
* Nodes responsible for Private Keys.

* Private Keys control rights of attribution.

* “Not your keys - Not your currency.”
* “Be your own Bank”.
* Security pushed to edges.

Bitcoin P2P Network

Node A Node B

* Infrastructure: Miners, Exchanges, Wallets, Payment
Processors, Users, Core Developers, Bitcoin Foundation, ..

W
* Consensus develops from mass participation of volunteers -

(peer nodes) choosing to use open source SW. /
* Every peer adheres to the Bitcoin Protocol. /,ﬂ@/""
* Ideally has own full copy of the Bitcoin Blockchain. W

=< JWIL
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Secure Hashing

Elliptic Curve Multiplication
(One-Way)

Hashing Function
(One-Way)

Private Key Public Key
Stext = “The quick brown fox jumps over the lazy dog”
Shash = “6d12a41e72e644f017b6£f0e2£f7b44c6285£06dd5d2c5b075”
Stext = “The quick brown fox jumps over the lazy cog”
Shash = “a8f04b0f7201a0d728101c9d26525b31764a3493fcd8458£”

* A hash is digital fingerprint based on agreed algorithm
e.g. SHA256 > MD5 > CRC

* By comparing the computed hash to the expected hash
data integrity can be verified.

* Small changes in inputs produce very different outputs.
* Collision resistance is vital.

i.e. Any two inputs must never produce same output.

* SHA256 allows for massive integer 22256 space.

* Collision in theory therefore improbable.

Bitcoin Address

SECURE DATA

fenc(M,Kpub):ED
fdec(ED,Kpriv):M

* Bitcoin uses_pseudonymous public (addresses) & asymmetric encryption based upon [ECDSA]
elliptic curve digital signature algorithm & [SHA256] secure hashing algorithm.

* These combine to instantiate transactions featuring one way mathematical trap doors that are

relatively easy to verify but very hard to decompose.
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Asymmetric Keys

* Symmetric - Shared key (i.e a shared secret!).

* Asymmetric - Two keys, One Private, One Public.

* One to encrypt. One to decrypt.

* Keys are mathematically related via an

Elliptic Curve Digital Signature Algorithm

* Have to be generated.

* Public key can be used to verify that the digital
signature was created via corresponding Private key.

* Private key

* Number chosen at random (32 bytes).

* Massive space 272256 range very hard to guess.
* Randomness (secure pseudo-RNG) is vital.

* Important to choose an [initial] seed with high entropy.

[p)

&

SIXV-XNO 1D31434

* Entropy is the randomness collected in HW & SW.
* Private key never disclosed.

* Public key

* 64 bytes uncompressed.

* Represents a point generated via ECDSA curve where
y = f(x) tending towards infinity.

*Y can be implied from X and the curve formula.
* Virtually infeasible to infer i/p from o/p coordinates.

REFLECTPN X-AXIS

o~
o

Elliptic Curve Digital Signature Algorithm
Gen expression: y*2=x"3+Ax+B
e.g. secp256kl (y"r2=x"3+7)

Given tangent intersects curve at two points.
Locate fixed point G. Private Key n.

Public Key P=n * G.

Symmetry means (+/-) x can be derived.
Only sign (+/-) needs to be recorded.

ECDSA (160 bits) << space << RSA (1024 bits)
* Smaller key space requires less memory.

* Fewer CPU resources.

* ECDSA >> 10 x speed >> RSA
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Digital Signatures

* By signing a message the recipient can verify that
the message came from the sender and was not
changed in transit.

* Signatures prove both ownership of a private key,
approval of a specific piece of data by the owner of
that private key.

* Bitcoin's consensus mechanism allows users to
verify that a_transaction originator controls the
private key.

* Bitcoin protocol verifies that the BTC value
attached to a transaction is both genuine and
controlled by the holder of the private key.

* Any transfer from Node_A to Node B must
include:-

1/ Public Key that (when hashed) yields Node B
destination address.

2/ A Signature to show Node_ A controls the
Private Key that generated the Public Key sent.

MESSAGING

Alice to Bob (M)

fenc(M,KBOB _pub):ED

Bob decrypts message

faec(Ep,KB0B_priv)=M

Bob to Alice (M)

fenc(M' ,KALICE _pub):ED

Alice decrypts message

fdec(ED,KALICE _priv):M'

read EC key
Private-Key: (256 bit)

priv:

16:
:fc:3e:ad:af:70:F7:27:f3:19:e9:2b:dd:
142

45
dc
pub:

a4:
3a:
db:
ac:
85:

26:87:83:e4:0b:16:73:16:73:62:2a:c8:

B2:00:6e:93:98:a36:98:6e:da:6l:Te:91:
18:8c:39:94:75:bf:1e:73:8F:19:df:c2:
1d:28:13:0c:6b:3b:28:ae:19:a%:c7:e7:
Gc:T1:2c:09:b8:44:4d:b6:16:79:ab:bl:
cB:38:a5:8c

ASN1 0ID: secp256kl

ab:
3a:

67:
db:
14:
d8:

be:
1d:

dc:
11:
3d:
6T:
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Bitcoin Address Generation

* A Bitcoin address is derived from public portion of Public Key: | (Xum) ()
ECDSA key-pair.

* Bitcoin uses pseudonymous public (addresses).
* Wallets store keys.

* Keys allow holders to perform TX on the public ledger. ripemd160(sha256( [ wsmas [ e )

* Software not essential to store bitcoin. " " "

* Addresses can be generated offline. '

* Can be physical not digital. e.g. Paper wallets like a N 1| 20 bytes

printed note. oo e @00

* Money as a Content Type. B ghapssishe2st| )
* Pseudonyms are as good as money.

* Pseudonymous NOT anonymous. T IS

1| 32 bytes (BE) | 32 bytes (BE) |

0x04

bt

32 bytes

Wallet
* Bitcoin addresses can be associated with IP data.

N

Checksum

L .
@ chrome
- 25-byte binary address

1 20 bytes 4

Paper Wallet

BIP39 mnemonic —
phrases (seeds for
backup)

- 24 English / Jap etec.
WORDS + PIN with

PUBLIC Bitcoin
Address BIP-38 PRIVATE KEY (WIF) Wallet

Public Address : 17KjizlvliVnLVye7p7Sel2YyuES7zHz9F
Private Key : 5KhP5uD8bbzG5VSGbcvQNrtA7W62D6fQTSy2VWirBP3dnwrWg5g

coin ress
1ArGe1 SwfE5696msBU BPu AcD ckWWVnmUGWY

bitcoin £ % Spend
Amount: (B}
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https://www.bitaddress.org/

Transactions

* |f a Bitcoin transaction is structured o send [NTRequest| | Transactions
properly and SI. ned WIFh a prlvate kev Your address 1Cdid9KFAaatwczBwBttQewXYCpvK8h7FK (1) |‘£ I\i,
the network will route it.
* c33 character. transaction may be tabel OOl o ND)
i p :
encoded by many means. ) i HH
Amount .BTC
* Not essential to be online in areas with
little connectivity or electricity. @
| New Your receiving addresses

* Transaction only has to reach a miner
e.g. via SMS, Radio, etc.

https://bitcoin.org/en/choose-your-wallet

Governments try fo ban bitcoin? LOL

INPUTS OUTPUTS @ AndreasMAntonopoulos (aanionop - 4h

Transaction#1  Joe

l

Transaction#2  Alice

1

Transaction#3  Bob

Alice The image below includes a signed bitcoin transaction transferring $12m USD.

Ll

76 62 View photo
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Transactions

Transaction 7957a35fe64f80d234d76d83a2a8f1a0d8149a41d81de548f0a65a8a999f6f18

INPUTS From OUTPUTS To
rom Grvostaacions o s el Ot A shdes_ 000081C eni
Transaction Fees: 0.0005 BTC
Transaction 0627052b6f28912f2703066a912ea577f2ce4dadeda5a5fbd8a57286¢345¢2f2
INPUTS From OUTPUTS To
:?ES]F-aEEfe-MFHUEElS:#E:EﬁEBE;Z;Bﬁa[]-dB-‘I 46aﬁd§651esgggnaé%a§9§faﬁs' n': . 5uip_ut-#ﬁ Bob's Address — ~ ~ 0.0T50BTC (_sp_eﬁt)_.
L L L < wp Output #1 Alice’ s' AddgesS(change) 0.0845 BTC (unspent)
Transaction Fe 0.0005 BTC
Transaction 2bbac8bb3a57a2363407ac8¢16a67015ed2e88 8af58cf90299e0744d3ded
oo _INPUTSFOM OUTPUTS To
:062?052bﬁf2891 Ef;i)ﬂi[]ﬁﬁﬂ]2&35??!‘2ce4da4caa05305f|b§133583|ggﬁd45c2f2 0 : Output #0 Gopesh’s Address 0.0100 BTC (unspent)
"""""""""""""" - Output #1 Bob”s Address (change) 0.0845 BTC (unspent)
Transaction Fees: 0.0005 BTC

An Unspent Transaction Output (UTXO) that can be spent as an input in a new transaction.
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Blocks

* Transactions propagated instantly into a mem_pool.

* Each block contains
* Reference / # of the previous block header.
* Time-stamp
* Nonce (random number issued once).
** Important key to puzzle **

* Merkle Root
+ (root hash of a data structure called the Merkle tree
storing all transactions in the block.

* Transactions that have taken place since the
previous block.

* Changing any part of any transaction retroactively
would alter the transaction ID, in turn altering the
block header.

* Altered block header would no longer meet the
proof of work requirement.

* Double spending transactions are detected &
ultimately invalidated & ignored.

* Promises to pay the bearer are verified & stored by
everybody who "mines" the network.

Block Height 277316

Header Hash:
DOO0OI0000000001 behta1 Ib095e06dk
41c4392 00T el 209942963 b 20: T o4

: Previous Block Header Hash:

0000000000000 a7 bbd 25341720374
eSS 26102 eRafca 444 Thi0 284563

: Timestamp: 2013-12-27 23:11:54
: Difficulty: 1180923195.26
: Nonce; 924591752

I Merkle Root: o0 T S0 TR eSS
§ EEEITISOTIST e 55500 S Tebdoc Tl e

Transactions

Black Height 277315

Header Hash:
(0000000000000 a7 bbd 25241 70374
oS5 26102 128a%a 444 2b01 28440549

i .

1 Previous Block Header Hash:
ODOD0C0ND0000002 7o T habifeT bad39fa
[IbSa83daedT65M057d 167121632249

} Timestamp: 2013-12-27 22:57:18
 Difficulty: 1180923195.26
y Nonce: 4215469401

: Merkle Root: G003 0ellebTd=bbaII 7815
1 Irlabel9sddaeald I ablSe 1404231155094

Transactions

Block Height 277314
Header Hash:

000000 0000000002 7e Foadfe Thad 357
f3b3abidaed 7655 d1b 121632249

= M D o= M T
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Bitcoin Blockchain

* Ongoing "chain of hash-based proof-of-work”.
* Represented in the form of an immutable shared ledger (blockchain)
constructed on a longest chain wins basis.

* Blockchain == distributed, public, time-stamped,
Immutable, Tamper-proof ledger. Block Depth

L

* Consensus reached every 10 minutes.

* 1 block mined = 1 confirmation (Max 10 minutes),
2 bocks = 2 confirmations. Max 6 confirmations.

* Task likened to Sudoku puzzle.
* “hard to solve / easy to verify.”
* More network participants solve the problem sooner.

* The network calibrates the 'proof of work' computatioBlid bdighays be —
c10 minutes hard irrespective of the amount of participating peers.
* e.g. compare A (block hash) target to difficulty X.

If X reduces it's harder to find A ~ in smaller range.

* Difficulty calculation performed every 2016 blocks c2 weeks [2016]

\

* [E Hash must be below difficulty target to be valid [limbo competition]

Mining Block Reward halves every four years.
* Production difficulty algorithmically controlled VS time.
* Difficulty of mining decreases if participation falls.

Block 277318
Transactions

Block 277317
Transactions

Block 277316
Alice’s Transaction

Block 277315
Transactions

Block 277314
Transactions

Kynoupg
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https://youtu.be/OeJQ0aJFa9Y?t=1680

Proof of Work / Mining

* The protocol rewards miners for risking energy Tansaction TRenesgetan
and computing power to validate transactions by l
conducting proof-of-work.

Hash value Hash value Hash value Hash value
#A

* Real world resources are expended on solving gERiE

computationally expensive task. Hash alue Hash value

* The Bitcoin Formula: Energy / Time = Truth.

* The protocol derives consensus about transactions Combined hash  Timestamp
. . . . 10 # lue #ABCD
assembled into blocks by validating cryptographic o

inputs to confirm entitlement. Block 11
Block 10
Block 09
Block 08

Nonce

* The block header becomes part of a cryptographic
puzzle solved by manipulating the Nonce.

Block hash must be below the target difficulty
* Once a solution is found the new block is added to i

the Blockchain.
* New coins created algorithmically by the protocol.

1 create header

2 make nonce random
™ 3 calculate block hash
4 is it below the target?
= 5 we are done

* Solving the problem actually comes down to :

6® 2
guesswork. - o
* Winning the coins then employs_ game theory Block# 321511 ~ 250,000,000 GH/s

& requires luck.
Q0000000000000 1fhE8313c97 28ec37 28680263 2ad36c31fe9a9bfab11 2362
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Bitcoin Security

Exponential axis:

* Security relies on widespread participation i etk tote computation speed

and the majority of peers being “good actors”. T T T T
* If there are_more good than bad the longest ooo0canoooo | 142y o it i
(correct) chain eventually wins. /

* To change history attackers must marshal 1000000000 - /
>51% of network hashing power. e |
* Economics of rewriting VERY punitive.

* CPU power & energy costs ¢ S400M to fool 0.000100000 - /
network for 10 minutes.

* Bad actors capable of subverting the network R
must suspend self-interest since such haShing 0.000000010 ;4

power earns more by mining legitimately.

-1 1.0000000000

N

0.0100000000

PHash/s

0.0001000000

1
1

0.0000010000

-h‘_‘.“"'l..
L

-1 0.0000000100

1 i i i i i i i
01'09 01'10 01'11 01'12 01'13 01'14 01'15 01'16 01'l7 01'18
Date

* A chain of trust. | A 'trust machine'. * Mt. Gox. Bitcoin exchange.
* Bitcoin is an information network backed by
Energy / Time == Truth

* Bter. Exchange. ...
* Problem of new technology running on old 8

infrastructure. Weak points e.g. exchanges get P'COStO,CkS' Exchange. ...
hacked. * Inputs.io. Wallet.

* Bitstamp. Exchange. ...

* Bitcoin protocol never been hacked.
* Blockchain.info

“ How did we end up with, within four years, the most * The DAO
powerful payment processing system on the planet .

- built by Geeks in their garages without anyone noticing ? *“
(A. Antonopoulos)
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https://shapeshift.io/#/coins

Bitcoin Immutability

Bitcoin network: proof-of-work eguivalent daus

340

—
J-day window estimate
1d-day window estimate

F320

Jod

280

260

Poll-equivalent daus

240

220

200 -

18':' 1 1 1 1 1 1 L 1 | 1 1 | 1 1 | 1 L | 1 L 1 1 L 1 1 L | 1 1 | 1 1 1 1 1
12715 01716 02716 03716 o416 a5716 05716 a7 16 05716 29716 10716 11716 12716

Proof of Work Equivalent Days Date http://bitcoin.sipa.be/index.html

The ratio of total work divided by estimate of hash-rate at that time. Thus it's the amount of time it
would take for an attacker with 100% of the hash-rate to rewrite the entire blockchain.
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Network Overview

Private Keys

e

Control
Transaction:
User Frorn: Previous Block/Transaction Output
Ty I 2 W SRR Naean Tri LI Forbe To: Mew Recipient Address
Y 113V HERGABKKS 2P SL Y bepalseepeT )
\ 1S B A e PSP STV A S
\ 1511 AFpaPuF opiiE th Mjcw Do Ve pURii e ta Signed by Key
Metwork achieves ® Network Nodes AY
Black N COMSEN5US on Curment Carry all network transmissions \
blockchain Lo
et
\\ N
\\ \\
Y Sy
Y @ Exchange
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Satoshi Nakamoto's Motives ?
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Implications

* Political
* Border-less Payments.
- Criminal use (VS Cash, Pay Pal).
- Terrorist use (VS CASH].
* “Ability to apply economic sanctions!” [EBA].
* Benefits to business / trade.
* Control VS Regulation.
* “Risk of trying to regulate a de-centralised system
with centralised thinking”.
* Privacy.
* “How much are you prepared to fight for ?.” [BoE].
* Economic
* Frictionless Payments / Innovation
BoE planning “BritCoin”. LIKE THIS
UK Gov't estimates “20% of notes/coins issued as

WRAPPED ? pROTECT
as crypto-currency may increase GDP by 3% | { ) TeRRORE

HOW WOULD You

N\\\\H T

permanently”. mﬂ* * 7 (i)
* Vast potential for economic inclusion / trade.
2/3 of the world's 6BN people unbanked. w {‘
* International Remittances X “‘ h.\|\
African migrants send home S550BN. " leﬂl
I hJJ

One foreign worker supports up to 12 people.

Moneygram/Western Union (Mkt Share 80%) 1 "Iun
" ”, - «.. VKl %
.,
“\ Mh.."“ M, | m S > INK

ﬁ'ﬂi flllp

charge for 5300 typically 10+% = S175BN profit.
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https://en.wikipedia.org/wiki/Timothy_C._Draper

Implications

* Social

Incentives & rewards e.g.
Employment, sector creating jobs.
Social security rewards built-in.
Distributed people / systems are
less vulnerable to attack.

Energy efficiency VS planetary
scale immutability.

* Technological

Bitcoin appears to be just a
currency - in fact it is just first
application.

A key platform for innovation,
more modes of work than
currency.

A data layer for the blockchain.
e.g. notarisation of assets, smart
contracts, transfer of ownership,

loT / Connected Cars.

nb. Key challenges are Secure
Random Number and Pseudonym
generation / management.

Privatl‘ﬁrrlngimints

Private
L 4

- - Digital
P - Currency ?
Credit- Token-
based Based
Money Money
Past- WA
Bank Credft
B T _S:'I.aere.'gn

Middle Ages
Credit-Based -

Western Empires:

Bank Credit + Bullion

Digital
Currency ?

—

First Agrarion Empires

@ BAMK OF EMGLAMD

Sovereign Power

-

Greece, Rome,

China, ndia

A brief history of money {Michael Kumhof, 19 May 2013)

DAILY TRANSACTION VALUES

, “ﬁ}- VISA
’ $17,555M
PayPal
S397M S362M

st

$9,863M

bitcoin

$289M

57,562M

S216M

52,434M

LOOM
S15M
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http://www.hull-coin.org/
https://proofofexistence.com/

Summary

* Bitcoin and the Blockchain may well prove

to be the most important disruptive computer
science innovation since the birth of the
Internet.

ELOCKCHAIN
* First distributed proof of work & decentralised | 0

Iedger that many thought impOSSible, A public transaction database shared by all nodes

participating in a system.

Transfer ownership of
physical goods by
linking a properties

* New design paradigm for secure network SMART CONTRACTS P RISICIHISIEN ve of
communications. Maintain the
provability of an
agreament
. between
* May help monetise the loT, connected cars. individuals, while | - peovissions | THE INTERNET oF THINGS
* May enable secure driver-less cars at scale. B = S ECRARTHURARR TR c..vrcoiion between

agreement tokens to gain special
self-executing. permissions within a
community.

abyj % OVEF A NeElWork

* Largest public cryptographic PKI deployment in
the world.

VOTING WHAT'S NEXT
° [Jan 16] bitcoin network CBOO, 000 Free, secure, P T It Is Impossible to know what
1 ’ and transparent Blockchain-fueled technology
times more powerful than the world’s access to
voting from awalts us in the future.
fastest supercomputer. anywhere with What de yeusthink Is next?

an internet
connection.

* Bitcoin is the internet of money.

* Bitcoin the de facto money of the internet.

“ Banks brought you the recession and Geeks brought you the internet.
-- Who are you going to trust ? “
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FREE LECTURE

Eh\_ﬁri?l"ntroductio; to

le - T
Crypto Currencies,

B

Bitcoin & The
Blockchain

Lichfield. Staffs.
Thursday 16th March 6-8pm

Thank you for supporting this Event Iﬂlpil’ll‘lg CO
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https://youtu.be/IwP1DOHYLaE
https://youtu.be/8OIJIjGzyHQ

Join us at ....

HOME EVENTS ~ FARTMERSHIPS ~ CONTACTS & NEWS ~ BOOK TICKETS (LIVE)

coinfest

Join us in Manchester at The Manchester
Conference Centre on April 7th & 8th
2017

Our aim is to bring people together from all over the UK for two days
pocked full of speaker presentations, activities and roffles! Topped off
with free food and crypto goodie bags!
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